CYOErcrime Secuon

" $" (%8&) '($8)*+",& -" #./8010&'*(128%.3? 4
H'H(+ '256") " -"HT%%. .- H+"%6.3%" %"
96870,"9.3 -" 17*08/.*&2.*& T* -$"*&2. (/27:(0.),
7% %: $7*'+6.9., .%*8&08%* $7*"+6.9..

22 <%., :7*&2 "=(2:"0.3"



N

o)
=
(o9 - S
— /
(] ~
= E
x A~ 4
=
=

CYOErcrime SEcuon \

45u -

o

>&?., %" '(/.0"%8&,,
(:0"%3+"%8& . 10&$7"*"+3%8& %"
*0"8.6%. $"%%.



K

K K

@"#7% -" A.%.*8&0*+7 %" +(*0&B%-*&
0"/7*.

@"#7% -" &28H#*07%%.*& '(7/C&Y%.3
@"H#7% -" &2&#*07%%.3 $TH#5,8%* .
&28#*07%%.3 17$1.

@"H#7% -" &2&H#*07%%"*" *(0:7+.3
@"#7% -" -"C.*" %" 2.6%.*& $"%%.
@"#7% -" '1&9."2%.%& 0"-5-%"+"*82%.
085*+"

D"#"-"*8&2%7-10798&'5"2&% #7$&H'



O EQ&ST"+3%& %" $'%9%. 17\

- g S |

Cybercrime Secuon

1. EO7#5070(* 2.6%7 .2. 60&- +(-2":"%& %" #7,18&*&%*&%
70:"% .-+(0B+" 107+&0%. '(:2"%7 62. 145 7* @F4

2.D3," 7:0"%.6&%.& -" +.$" $"%%., STHT2HT*T %& "
06"2.9& 7'%7+"%.3 -" 10.2":"%& %" '1&89."2&% 08&2.,

3. G"%%.*& '& .- #+" ' 0"-17087$"%&, #T&*T &
'$(22.%8&2%7 " +'.6#. $(0?"+%. 70:"%.,
$2(2%7"*%. 2.9", <0.$.6&'#. 2.9" . :0"?2$"%..



33Y) 5 | |

1

RH7+3%8& %" $"%6%. 17 083"

Cybercrime SEcuon

1. A7?& $"'& '#" 10&$7*"+3%& %" +'3#"#+" .%870,"9.3 +
0" #.*& %" 10"+7,7C.3*" 17 62. 140 7* @A4>

2. G"%%. ,7:"* $" 'H"™* 70:"%.*& %" 7180" +967-.-$.0+"*&20"*"
$8)%7 ($(0?"+%. '252.*82. 7* 7180" +%7-.-$.0+"*&2% *& .
71&0™ +067-*8:%.68 #.4& -+&%" + (7T*+&*%.*& *05#*50. %" A4>)
60&- .-$"+"%8& %" 0"-170&7$"%& 17 62. 148, "2. 1 7* @A4>

3. G2(?%. $" 10&$7™"+3* '#"%"™" %870,"9.3 " +'.64.
$(0?"+%. 70:"%., 70:"%.-"9.., <0.$.6&#. 2.9" . :0"?$"%.

4. >&2.,(* %" @AL> & 7IC D 10.2":" '& STHT2HT*T %& " %"2.9&

'1&9."2%. 10"+.2" -" 710&$&2&% +.$ $"%%. .2. 710&$&2&%.
2.9



> (\'Vﬁ%":‘(;o"%?’“%& . 10&$7*"+3%& %" $"
= /m- .\"‘\" < @HF

CYDercrime Section

1.E7$2&7?"C. %" '(;0"%3+"%& . 10&$7™*"+3%& 17

@HF $'%%. (1) (62. 250", "2.1)

G"%%., %&7/:7$.,. -" 107'28$3+"%& . .$&%*.8.9.0"%& %"
FT6%.#" %" +O(-H#"™" (*82&87%8&% %7,80 %" +#'C.3 17*0&/.*&2,
(7*+&*%7 IP "$0&' .2. .$&%*.8.#70 %" 17*0&/.*&23 + ,0&2"*":
$"%%. -" .$8%*.8.#"9.3 %" 17*0&/.*&23)

G"%%., %&7/:7$.,. -" .$8%*.8.9.0"%& %" %"10"+2&%.&*7 %"
+O(-#"™" (%"10"% %7,&0; %7,&0, #(, #7)*7 & 10&%"76&%7

17+ #+"%&*7; .$8&%*.8 #"*70 %" 17*0&/.*&23)

G"%%., %&7/:7$.,. -" .$8&%*.8.9.0"%& %" $"<"*" 6™" .
107$(272.58&2%7**" 06" +0(-#"" (" . 6™ %" %"6"27*7 . #0"3 %"
FO(H"™" (T*+&*%T +2.-"%& . -2.-"%& T* $T*(1 $7 .%*&0%&* ./
2. 82&#*07%%" 17C" .1.2. %*&0%&* *&2&87%.3)



33 {

O R(0% 3+ %8, . 108$7*"+3%& %" $"
~ =~ @HF

CYOBrCrime SEcuon

1.E7$2&7?"C. %" '(;0"%3+"%& . 10&$7*"+3%& 17

@HF $"%%. (1) (62. 250", "2.1)
G"%%., %&7/.7$.,. -" .$8%*.8.9.0"%& %" *.1" %" +O(-#"*" (+.$(*
0" -172-+"%"*" 7/C&*+&%" *&2&8T%%" 525", '(T*+&* %7
9%*80%&* 5'25:")
G"%%., %&7/:7$.,. -" .$8%*.8.9.0"%& %" #0")%7*7 '(7/C.*&2%7
5%07)*+7 %" 17*08/.*8&23 .2. %" *7+", #7&*7 '& 10&$™*"+3 -"
06&:7+7 #0")%7 5*07)*+7 (*&2887%%.*& %7,&0" %" +#'C.3 .
+#'%.3 17%0&/.%&2, .$&%*.8.#*70. %" ,7/.2%. 5*07)*+" . $0.,
(7*+&*%7 9.807+" "/7%"0%" 2.%.3 (DSL) .2. $05:" #0")%" *764#"
00" .%.9."70" %" +O(-#"*")
G"%%., %&7/:7$.,. -" .$8%*.8.9.0"%8& %" ,&*71727?8&%.8&*7 %"
71.29%7 '(7/C.*8&2%7 5*07)*+7 ("$,.%.*0"*.+%. "$0&'. %"
HO&*H. %" | T1.2%" %"-& %" &2&#*07%%" '(7/C.*&2%" 082", T*
#7.%7 & '&%8&0.0"%7 .2. + #7.%7 & *&0,.9%.0"%7 17+ #+"%&)



33 o5 g

8 F(0U%3+"%& . 108&$7*"+3%& %
@HF

CYDercrime Section

@"$(2?7&%. $" '(;0"%3+" . 10&$7™*"+3* $"%%.*& 17 62. 250" 7*
@HF " 10&$10.3*.3*", 10&$7*"+3C. 7/C&*+&%. &2&#*07%%.
'(7/C.*&2%. ,0&7?. .[.2. 5'25:. (62. 248, "2.1 7* @HF)

>&$ -" 10&$7*"+3%& %" $"%%. 17 62. 250" 7* @HF:
75 +.0"%7 1., &%7 #'%& ' 710&$828&%7 + -"#T%" ($(0?"%.&,
7* -6801"&2%7 17'76&%. + 62. 250/, "2. 1 7* @HF 70:"%.;
0"-0&B&%.& 7* 108$'8&$"*&23 %" 0")7%%.3 ($ .2. 7*
710"+7,7C&% 7* %&:7 '($.3 17 '&3$"2.C&*7 %" 70:"%"
(0"-17082%$"%&. -" $7'*(1S;
-10"C"%& %" 0"-17082$"%&*7 -" $7*(1 %" -"$(2?28%7*7 2.9&;
17256"+"%8& %" .'H#"%.*& $"%%. + '07# $7 72 6. 7* 17*(1+"%&*7 +
108$10.3*.&*7 %" 0"-170&7$"%&*7 -" $7'*(L.



1.

33Y) 5 | |

= A;F'(;Q"%3+"%& %" $"%%. 17 @

s

_—

\

Cybercrime SEcuon

D" '(:0"%3+"%& 17 @HGHE 17$2&72" $"%%., %5?%.
1 *76%7 7108$&23%8& %" +0&,8*7 . -*76%.#" %"
108$"+"%.*& 8&2&#*07%%. .-3+2&%.3 (62. 6, "2. 2, *
3).

@"$(278%. $" '(;0"%3+"* . 10&$7T " +3* *&-.

$"%%. ™ 17'08$%.9.*& 10. &2&#*00%%7 .-3+2&%.&
(62. 6,"2. 1 7* @HGHE).

G"%%. 17 @HGHE ,7:"* $"'& .-.'#+" .
10&$7*"+3* 17 7/C.3 0&$ (@A4> @F4).



e SRR e



|

o
D& & %"2.9& 7/C7 -"#7%7+7 -"$(2?&%.& -" '(;0"%3+"%&
%" 710&$&2&% +.$ $"%%. 17 @HJ.

G7'*"'+6.9.%& %" 5'25:. %" .%870,"9.7%%7*7 7/C&*+7
'(:0"%3+"™ 0"-2.6%. $"%%. +(+ +0(-#""
108$7*"+3%.*& 7* *3; 5'25:. (+#2. 17*0&/ . *&2'#7
($(0?"%.&, 2.6%. $"%%., *0"8.6%. $"%%., $0.)

17:"%7 $7*"+6.#(* & 5-%"2 2. & /.2 5+&$7,8% -"
107*.+710"+%.3 ;"0"#*&0 %" '(;0"%3+"%" 7* %&:7
9%870,"9.3, *7) & $2(?&% $" 10&5*"%7+. $7*(1" $7
06&3 .2. $" 3 10&,":9%8&, %7 %& . "#7 & $2(?&% $" 3 1"-.
'(:2"%7 $05: -"#7%.

EO. 17256"+"%& %" 0"-170&7$"%& 7* #7,18*8&%*&%
$(0?"+&% 70:"%, '(:2"%7 10"+.2"*" %" $05: -"#7%
(@ASL>, @F4), $7'*'+6.#(* & $2(28% $" 108$7*"+.

17 '#"%"*" 9870,"9.3, STHT2HT*7 '(:0"%3+" *"#"+".



| TIRYT™. T*UT'%T ‘OTHT+&*& 9

e '(;0"%8&%.& K !
- X
@ CYDErcrime SECuon \

@"$(278%.& =" (;0"%8&Y%.& %" $"%60%. 7
@HF +'07# 7% 12 ,&'&9" -" %52$.%& %"
0"-H0.+"%8& %" *&2#. 108*(128%.3 17 D!
(62. 250" 7* @HF)

@"$(278%.& =" '(;0"%&%.& $" $"%%. 17
@HGHE + '07# 7* 2 :17$.%., /& *7+" $" &
%5?%7 -" 0"-#0.+"%& %" 10&*(128&%.3 (62. 6
7* @HGHE)




239 o7 4 |
£ EO&ST*'+3%8& %" $"%%. 10. %"2.6

v

o 2/0"-5+"%7 %"#"-"*8&2%7 107.-+7$

e \ ‘\

CYDErCrime SEcuon

@"1"-+"%& %" $"%%. 17 DE!

1. D" -"1"-+"%& 17$2&?™ #7,1<*(0%. .%870,"9.7%%.
$"%6%., +#2<6.*82%7 -" *0"8.H", #7.¥7 T:* §" "
-96"6&%.& -" $&27*7 (62. 159).

2. G"00%.*& '& -"1"-+" + '28$*+.& %" -0.6%7 .H"%&
%" '($".2. 70:"%.*& %" $7'($&/%7*7 107.-+7$*+7
(107#500p, '2&$7+™&2, 0"-'2&$+"C 172.9").

3. G2(?%. $" -"1"-3* 17'768%.*& + .'#"%&*7 $"%%. "
+'.6#. 560&7$8%.3, <0.$.6&'#. 2.9", $2(?%7"*%.
2.9".:0"7$"%..



339 o4 |
, "L 7 \

So - EO&ST*"+3%& %" $"%%. 17

P SR |

CYOErcrime SEcuon

1. G7/07+72%7 D '2&$ 17256"+"%& %" .'"#"%& %" '($" .2. %"
70:"% %" $7'($&/%7*7 107.-+7$*+7 17 62. 159 (+#2<6.*&2%7
$"%%. 17 62. 250" 7* @HF . 17 62. 6, "2. 3 7* @HGHE)

2. E0.%5%.*&2%7 - .--&,+"%&

'0"-0&B&%.& %" '($.3 7* '(7*+&*%.3 1(0+7.%"*"%9.7%&% '($
2. 7% 1(0+7.9%"*"%9.7%%.3 '($, + 0")7%" %" #7)*7 '&

-+(0B+" $&)*+.&*7

17 0"-170&7?%$"%& %" 107#5070

/& 0"-0&B&%.& B + %&7*27?%. '256". (62. 161, "2. 2 7* DE!)



& EOESTH+3%E %" $'%%. 17 L
- 771&%T'™.

CYDErCrime SEcuon

1. @"$(228%.& -" '(*"+3%& %" 107*7T#72 -" +'3H#7
$&)*+.& 17 0"-'2&$+"%& . '($&I%7 '28$*+8&%7
$&)*+.& (62. 128 7* DE!), +#<6.*&2%7 107*TH#T2 -"
$7/07+72%7 108$"+"%&

2. EQ. 7/0"-5+"%7 %"#"-"*&2%7 107.-+7$*+7 0&$(* 17
2"+" 15, 0"-$&2 Il 7* @HF %& '& 10.2":" 7*%7'%7
10&$7*"+3%&*7 %" $"%%.*& 17 62. 250" 7* @HF

3. >&72.,(* -" 108$7"*"+3%& %" $"%%., +#2<6.*82%7 .
*0"8.6%. $"%%., 17 DE! %& '& 7*%"'3 $7
($(0?"%.8*7 %" 0"-,8%3%.*& '(7/C&%.3 D
'189."28% 08$ (-"$$(0?"%& . .--&,+"%8& %"
#708'17%$8&%9.3)



‘r’p\ e {

ol E0&$T7*"+3%8& %" $'%%. 17

'

CYDercrime Section

l. F1&9."2&% 0&7.,, #7)*7 '& 10.2"" -" 9&2.*& . + '256" *&, + #7.*7
*T+" & 10&$+.$8&%7 + -"#7%, %&-"+.".,7 $"2. & %"2.9& 7/0"-5+"%7
%"#"-"*&2%7 107.-+7$*+7 .2. %&.

. G"%%.*& '& 17256"+" 60&- 7'7/&%. *&;%.6&'#. . 71&0™.+%. '17'7/..

. E7 $7'($&/%7 107.-+7$*+7

1. E.\&%7 ,7*+.0"%7 '#"%& ' 7108$&28%7 '($(0?"%.& $7 '($" 7*
%"2<$"+"C.3 107#5070;

2. >"-08&B&%.& 7* 108$'&$"&23 %" (7*+&*%.3 '($;

3. E.\&%7 0"-17087$"%& -" 10.2""%& %" F>F 7* ,.%.*(0", '(7*+&*%7
108$'&$"*&23 %" GKDF, .2. 51(2%7,7C&% 7* *3; -" &"*U% #.

IV. =&- $7'($&/%7 107.-+7$*+7

1. E.\&%7 ,7*.+.0"%7 ‘#'%& $7 '($" ' 7108$82&%7 '($(0?"%.& 7*

-6801"&2%7 .-0&$&%. + 62. 13, "2. 1 7* @F>F 70:"%.:

>"-0&B&%.& 7* 10&$'&$"*&23 %" '(7*+8&*%.3 ($;

E.' &%7 0"-17082$"%& -" 10.2":"%& %" F>F 7* ,.%."*(0", .2.

51(2%7,7C&% T* %&:7 -",&'*% . #.

-



AP |

e THSWH()H

i‘! cybercrime. bg







CUDErcrime Secuon

e 4 "#&)+ ,+$-).(/0 1&/0 2/")&,



CYUBrCrime SEcuon

= &)+ +$-).(/0 18/0 21)&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,



CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A



CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A



CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342



CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342
GSM : +359888795021



CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342
GSM : +359888795021

E-mail chief@cybercrime.bg



mailto:chief@cybercrime.bg
mailto:chief@cybercrime.bg

CYUBrCrime SEcuon

i "#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342
GSM : +359888795021

E-mail chief@cybercrime.bg
Web site www.cybercrime.bg



mailto:chief@cybercrime.bg
mailto:chief@cybercrime.bg
http://www.cybercrime.bg/
http://www.cybercrime.bg/

CYDercrime Secuon

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342
GSM : +359888795021
E-mail chief@cybercrime.bg
Web site www.cybercrime.bg
icq 48495113



mailto:chief@cybercrime.bg
mailto:chief@cybercrime.bg
http://www.cybercrime.bg/
http://www.cybercrime.bg/

"#&)+ ,+$-).(/0 1&/0 2/")&,
3#A#"+,. $).(/0 O2/5-6(70+, -0)$(7-")+,8
0" (%#"+# $/9%(&)+/$( , #*#0(0 -0,
"#&+# ;,0).<,8 O=/09# $ /0>#+,* O#t+#(#
-0)$(7-+/5(0 - ?@A

B".()". : +35929828342
GSM : +359888795021
E-mail chief@cybercrime.bg
Web site www.cybercrime.bg
icq 48495113
Skype ID: javor.v.kolev



mailto:chief@cybercrime.bg
mailto:chief@cybercrime.bg
http://www.cybercrime.bg/
http://www.cybercrime.bg/

